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Project Goal

* Understand and mitigate risks in unsafe Rust code by detecting
and addressing memory bugs.

* Extend Rudra's application to analyze developer-written code
across different domains, beyond just Rust's official packages.

* Apply the analysis to diverse domains (e.g., distributed
systems, embedded systems, database systems).

* Help the Rust community identify and mitigate memory safety
vulnerabilities in unsafe Rust.




Overview of Rudra

 Static analysis tool for Rust: Detects memory safety bugs in
unsafe Rust code.

* Focuses on Rust’s official packages: Designed to scale and
analyze large-scale Rust ecosystems.

* Key strengths: Efficient at pinpointing vulnerabilities in unsafe
blocks with minimal false positives.

* Foundation for this project: Extended Rudra to analyze
developer-written code across diverse domains.



Approach and Methodology

Selecting Projects:

* |dentified popular open-source Rust projects across four different

domains (e.g., distributed systems, embedded systems) using
GitHub.

Detecting Unsafe Rust:

* Explored tools like Carrot and Geiger to identify unsafe Rust but

found them ineffective for large projects with complex
dependencies.

* Developed a custom Python tool to accurately detect unsafe Rust
code in these projects.




Approach and Methodology

Analyzing Unsafe Patterns:

e Studied the detected unsafe Rust code to identify common
patterns and categorized them into meaningful groups.

* Prioritized the most critical patterns for deeper analysis based
on their potential impact and frequency.

Isolating and Testing:

* Extracted unsafe Rust code, isolated it from dependencies, and
analyzed it using Rudra to detect potential memory bugs.



Different Domains
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Key Results - Overview

* Unsafe Rust detection across projects in
different domains.

* Analysis of unsafe Rust structures: blocks,
functions, traits, and implementations.

e Categorization of unsafe Rust patterns and
their significance.
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Key Results - Unsafe Rust Across Domains

Unsafe Code Count Across Projects (Ordered by Color Groups)
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Count of Unsafe Code

Key Results - Unsafe Rust Structures

DBS (Databases) - Unsafe Code Distribution by Category
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Key Results - Unsafe Rust Structures

DS (Distributed Systems)
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Key Results - Unsafe Rust Structures

ES (Embedded Systems)
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Key Results - Patterns in Unsafe Rust

* Categories Identified:

* Memory Management: Unsafe usage for manual memory allocation
and deallocation.

* Performance Optimization: Unsafe blocks introduced for low-level
optimizations.

* Interfacing with Non-Rust Code (FFl): Unsafe code for interacting
with external systems or C libraries.

* Unchecked Assumptions: Unsafe blocks with unverified constraints
or logic.
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Key Results - Patterns in Unsafe Rust

Percentage Distribution of Unsafe Blocks by Category - DS
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Key Results - Patterns in Unsafe Rust

Percentage Distribution of Unsafe Blocks by Category - DBS
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Key Results - Patterns in Unsafe Rust

Percentage Distribution of Unsafe Blocks by Category - ES
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Key Results - Rudra Analysis

e Selection of Unsafe Rust

e |solation Process

* Analysis with Rudra

09/24/2024 CS 3551: Lab 2 16



Sample Analysis

2 Rudra — -zsh — 100x57
(base) aziz MacBook-Pro sample % rgo run (bas Rudra % docker-carg /Us /aziz/Documents/ P/sample/
3 file [unoptimized + debuginfo] target(s) in ©.00s 2 INFO | [rudra-progre Running cargo rudra
un| “target/debug e’ 24-12-09 3 INFO | [rudra-progr Running rudra for target bin mple

thread ‘'main’ a b core/src/panicking.rs: 52 INFO | [rudra-progre Rudra started
insafe pre vio ed: 5 inchecked requires that the range is within the string slice Y > INFO | [rudra-pre < cVariance analysis started
t variable to display a backtra 4 INFO | : 3 = T T

|

|

|

1dSyncVariance analysis finished
rudra-progre UnsafeDataflow analysis started
UnsafeDataflow analysis finished
ra finished
afe dataflow issue in ‘MyString::retain’

abort cargo run , INFO
se) azi1z@Abdula -MacBook-Pro sample % D 9 1 4 INFO

-> src/main.r
pub fn retain<F>(
where
F: FnMut(char) -> bool,

let len = self.0.len();

let mut del_byt

let mut idx = 03

unsafe { self.@.as_mut_vec() t_len(@ // Unsafe modification of internal buffer

while 1 len {

let = unsafe {
1f.0.get_unchecked(idx..len).chars().next().unwrap()

ch_len = ch

in an inconsistent state

to the next ch

INFO | [rudra-progr

%
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Key Results - Rudra Analysis

Sample Size:
* Analyzed 5 unsafe Rust blocks from

each project. —_—
base)_az12@HacBookpro- Rud o
* Analyzed a total of 60 unsafe Rust  f = T ]
20 [ NoN } 2 Rudra — -zsh — 90x27

% Rudra — -zsh — 90x27

Zefzoj(base) aziz@MacBookPro Rudra % docies

blocks: 20 blocks per domain across g

20:22:20( pase) aziz@MacBookbro Seuseg
(74

m i 529:20 : ,
3 do alns- 20271 <Y 200 ] ‘ (Prn Rudreg -
20222:20 20 pase) azizBloeias ; P e 705 57 P L€
L1} - = . e ~ ts —

AnaIySis OUtcome: PN aziz@MacBe
* Memory Bugs Detected: None.

* Rudra flagged no memory safety
issues in the selected unsafe Rust

samples

[TREET=ET e zan 9027

cBookPro Rudre

18
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Lessons Learned

* Learning Rust

* The Role of Unsafe Rust in Real-World Applications
e Capabilities and Limitations of Static Analysis Tools.
 The Complexity of Analyzing Real-World Projects

* Asl've observed during this project, unsafe Rust is powerful
but requires thorough analysis to ensure safety across diverse
applications.
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